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IT Essentials: PC Hardware and Software v4.0: Oo0xBaTt n
nociaegoBaresaHoct (anpuia 2007)

To3u Ooxymenm e npeosapumenen npeened Ha Hosus Cisco kypc IT Essentials: PC
Hardware and Software v4.0 u e obexm Ha npomsana, mvii Kamo Kypcogeme ce owje ¢ 8
npoyec Ha paspabomrka. Amuenutickama eepcusi Ha IT Essentials: PC Hardware and
Software v4.0 we 6v0e Haruuna npes onu 2007 2.

[eseBa rpyna

IT Essentials: PC Hardware and Software v4.0 e npenHa3HaueH 3a YYSHHIIH OT CPEIHU
YVUWINIIA, TEXHWYECKH YYWJIMIIA WIM HMHCTUTYLIUH, KOMTO OO0y4aBaT CTyISHTH 3a
kapuepu B chepara Ha UKT u uckar ga moiydar OnuT U 3HAHUS B TOBAa Kak padOTAT
KOMIIOTPUTE, KaK Ja CriadsT KOMITIOTPH U KaK Ja pelaBaT mpoOJieMu OT XapayepeH H
coryepen xapakrep.

HpenBapnTe.ﬂHn SHAHUA U YMCHUSA
He ce u3uckpar MNpEaABApPpUTCIIHU 3HAHUS U YMCHUS 3a TO3U KYPC.

Cepruduxkanuu

IT Essentials: PC Hardware and Software v4.0 momara Ha CTYJAEHTHUTE J1a C€ MOATOTBST
3a ceprudukanmonnute u3nutu Ha CompTIA A+ (www.comptia.org). [IspBarta yacT Ha
Kypca /ocHOBM — 1y1aBH 1-10/ moarotss cryneHture 3a 3aabipkurennus u3nut CompTIA
A+ Essentials. Bropara uwact Ha Kypca /3a HanpenHainu — riaBu 11-16/ moarorss
CTYACHTUTE 3a TpHUTe cepTUPHUKAMOHHU m3nuTu 3a mpodecun Ha CompTIA: IT
technician (220-602), remote support technician (220-603) u bench technician (220-604).
KypcwT cb110 € cbBMecTUM 1 ¢ TbpBUTE TpU MoAya Ha ceptudukanustaEUCIP IT
Administrator certification (www.eucip.org): moayn 1 PC Hardware, mogyn 2 Operating
Systems u moayn 3 Local Area Networks and Network Services.

Onucanue HA CbAbPKAHUETO

KypchT nokpuBa oCHOBUTE Ha KOMIIOTHPHUS Xapayep U codTyep, KaKTO M KOHLEHIUH
3a Mo-HampeHanu B Ta3u obnact. CTyieHTUTe, KOUTO 3aBbpIlaT TO3H KypC, L€ MOrar Ja
ONKCBAaT CHCTAaBHUTE YacTW Ha KOMIIIOTHPA, /a CriaabAT KOMIIOTbpPHA CUCTEMa, Ja
MHCTAIUpaT OINEpallMOHHAa CHUCTeMa M Jla OTKpUBAT MpoOJIeMH Ype3 CHUCTEMHH
WHCTPYMEHTHU U AuarHoctuiupail copryep. Chilo Taka, CTyI€HTUTE 1€ CE Haydar Jia ce
CBBp3BAaT KbM HMHTEPHET U Jia CIOAENAT pecypcu B Mpexa. HoBuTe TeMu BKIIOUYEHHU B
Kypca BKIIIOYBAT MPEHOCUMH KOMITIOTPH U YCTPOMCTBA, O€3KMUYHU MPEXU, CUTYPHOCT U
KOMYHHUKAIIHH.

[IpakTHueckuTe ynpakHEHUS OCTaBAT BAaXKEH €JEMEHT Ha Kypca. JlOMbJIHUTENHO ca
WHTETpUpaHU W BHUPTYaJIHU WHCTPYMEHTH 3a oOyudeHue. ,Bupryanen mnanromn”,
,BUpTyaJleH Jeckton” W ,BupTyanseH NpUHTEp HU CKEHEp ca CaMOCTOSITEITHU
WHCTPYMEHTHU CH3JaJICHU Jia J0000TaTsAT MPENoJIaBaHETO U J]a OCUTYPST MHTEPAKTUBHU
YOpaXHEHUSI B CPEIIU C OTPAHUUEH JIOCTBHII 10 000pyIBaHE.
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Ilenu Ha Kypca
OcHoBHarta 11eJ1 Ha Kypca € J1a HOATOTBU CTYAECHTHTE 3a HauaJIHU MO3UIUH B 00J1acTTa Ha
HKT B HAKOJIKO pa3in4yHU pabOTHU CPEH:

OcBeH

KopnopatuBHa wim MOOMIHA cpella ¢ BUCOKAa CTENEH Ha KOHTAaKT C KIIMCHTH.
Bb3moxkuu mosurmu: enterprise technician, IT administrator, field service
technician u PC technician;

OtpanmedyeHa cpefa KbIACTO C€ aKICGHTHpPAa Ha B3aWMOJICHCTBHE C KIIMCHTH,
oOydeHHne Ha KIMEHTH, ONEPAIMOHHUA CHUCTEMHU M MPOOJIEMHU ChC CBBP3aHOCTTA.
Bb3mosxHu nosumuu: remote support technician, help desk technician, call center
technician, IT specialist u representative;

Cpena ¢ orpaHu4YeH KOHTaKT C KJIMEHTHU KBAETO CE€ aKIEHTHpa Ha JEWHOCTH IO
xapayepa. Beamoxxnau nosunmu: depot technician u bench technician.

TOBa, CTYACHTHUTC LIC HpI/I,I[O6I/15[T YBEPCHOCT C KOMIIOHCHTUTC Ha HACTOJICH U

NpEHOCHUM KOMIIKOTBPp KaTO MH3Yy4YaT MPOUCAYPUTE II0 XapAyCpHU U CO(bTyepHI/I
HHCTAJILHNU, LHFpefII[H 1 OTKPUBAHC Ha HpO6H€MI/I.

I[O Kpas Ha KypCa CTYACHTUTC IIC MOTAaT J1a CC CIIPABAT CbC CJICAHUTC 3aAa4u:

Ha nedunupar ,,uapopmanronnu texHongorun” (IT) u ga onucBat KOMIIOHEHTHUTE
Ha KOMITIOTBD;

Jla ce maszaT OT 3JI0IOJIYKH M TPaBMHU, Jia Ma3sT 000PYABAHETO OT MOBPEIN H Jia
npeana3Bat paboTHaTa cpesia OT 3apasi;

Jla crialsT cThIIKa 10 CThIIKa KOMIIOThPHA CUCTEMA,;

Jla u3sicHAT 1eNTa Ha Mpejra3BaiaTa noJaphiKa /preventive maintenance/ u ga
OIMCBAT €JIEMEHTHUTE Ha Mpolieca M0 OTKPUBAHE HA I'PEIIKY;

Jla omucBaT, MHCTaIMpaT U pabOTAT C ONEpallMOHHA CHCTEMa; Ja BIrpenuaBaT
pa3IMYHU KOMIIOHEHTH Ha KOMITIOTbPHATa CUCTEMA CIIOPE]l HYKAUTE Ha KIIMEHTH
W Ja WU3BBpIIBAT  NpelnaspBalla MNOJApbXKKa /preventive maintenance/ u
3aJIbJIOOYCHO OTKPUBAHE HA TPEIIKH;

Jla omucBaT W 3aMEHAT JAJCHUM KOMIIOHEHTHM Ha MPEHOCHM KOMIIIOTBHD; [Ja
BITPEIIBAT Pa3IMYHU KOMIIOHEHTH Ha KOMITIOThPHATA CUCTEMA CIIOpE]] HYXKIAUTE
Ha KJIMEHTHU U J1a U3BBPILIBAT Mpeana3Baila nojapbika /preventive maintenance/
Y 33bJI00YECHO OTKPUBAHE HA TPEILKH;

Jla onmucBaT U 3aMEHST JaJieHM KOMIIOHEHTH Ha MPUHEP/CKEHEp; Ja MU3BbpUIBAT
npena3Baiia nojJpbxKa /preventive maintenance/ 1 OTKpUBaHE Ha TPELIKHU;

Jla onucBaT M MHCTAJIMPAT MPEXKa; Jia bITPEeNHABaT pa3IMyHU KOMIIOHEHTH CIIOPE]
HY)KJIUTE Ha KJIMEHTH M Ja U3BbpLIBAT Mpejrna3Baila Mnojapbxkka /preventive
maintenance/ u 3aIbJIOOYEHO OTKPUBAHE HA TPEIIKH;

Jla moka3Bart 100py KOMYHUKAIIMOHHU YMEHHS U TPO(ECUOHATHO OBEACHHUE MTPH
paboTa ¢ KJIMCHTH;

Jla n3BbpmIBaT Mpo)eCuoHaIHA MHCTAJANs Ha HACTOJIHA KOMITIOThPHA CHCTEMA;
na M30MpaT KOMIIOHEHTH CIOpe] HYKIUTe Ha KIMEHTUTE W Ja HW3BBHPIIBAT
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npeamnaspamia nmogapbKKa / preventive maintenance/ u 321)11:J'I60‘~I€H0 OTKpHUBAHEC Ha

TPeIIKH;
e Jla pOrpeiBaT KOMIOHEHTH 1O CUTYPHOCTTa M Jia WU3BBPIIBAT Mpeira3Baiia
MOJIJIpBKKa /preventive maintenance/ v 3abJ1004€HO OTKPUBaHE Ha TPEIIKH;

MuHHMATHH CHCTEMHH U3HCKBAHUS
[Ipaktnueckure ynpaxknenus Ha kypca IT Essentials: PC Hardware and Software v4.0
W3UCKBAT CIIETHUTE KOMIIOTHPHU KOHDUTYpaLluK U TIeprQepHst.

Tunuuyna nmoapenda Ha nadoparopusita

3a Hail-moOpoTo o0yueHue nmpenopruBame rpynu 12-15 cTyaeHTa ¢ KOMIIOTHP 32 BCEKH
CTYJIEHT. | KOMMIOTHp 3a JBama CTYIAEHTH € MHUHUMAJIHOTO NMPUEMJIMBO M3UCKBAHE 3a
nabopaTopHUTe ynpaxHeHHs. Hskom OT yhnpakHEeHUsiTa HM3UCKBAT CBBbpP3BaHE Ha
1a060paTOPHUTE KOMITIOTPH KBbM JIOKaJTHA MPEXa.

CrynenTckute na00paTOpHM KOMITIOTPH M€ OBJaT pasriioOeHH, Taka dYe He ca
MOJIXOISIIIN 32 TIPETJIe]] Ha y4eOHOTO ChIbpPIKAaHUE HA TSIX.

XapayepHH M3HMCKBAaHHUS HA JIA00PATOPHUTE KOMIIOTPH
e PC Tower Case with 300W power supply
e PCI, PCle, or AGP-compatible motherboard
e Intel Pentium/Celeron family, AMD K6/Athlon/Duron family, or compatible
processor, 300 MHz or faster recommended
¢ (Cooling fan and heat sink
e Two 128 MB memory modules (minimum) or two 256 MB memory modules
(recommended)
e 128 MB e muanMyMa 3a aa ce u3noJyi3BaT mbiaHUTEe QyHkmuu Ha Windows XP
Pro;
Floppy drive
15 GB hard drive (minimum); 20 GB or more (recommended)
CD-ROM (minimum) or 24x CD/DVD-ROM (recommended)
Ethernet card
PCI, PCle (recommended), or AGP video card
Ribbon cables to connect HDD/CD/Floppy
Mouse
Keyboard
Super VGA (800 x 600) uau MOHUTOP € MO-BUCOKA PE30JTIOLIHS
Hsxou maGopatopuu yrnpaxHEHUS 1€ U3UCKBAT MOBeYe OT eauH Moayil RAM na
ce JICMHCTAJIMpa WM CUMYJalus Ha JedeKTeH/TOBPEACH MOIY 32 OTKPUBAHE HA
IPELIKH;
e (Cucremara TpsiOBa ja nmojabpka mbiHa nHcTananus Ha Windows XP u a8a 5 GB
Js1a;
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Co¢ryepHu n3McKBaHUS HA J1a00PATOPHUTE KOMIIIOTPH

Cwabpxkanueto Ha [T Essentials PC v4.0 ce pokycupa BbpXy OmnepaniioHHUTE CUCTEMH
Microsoft Windows XP m Windows 2000, TpHM kaTto Vista He ce H3HUCKBA 3a
ceprudpukanuute Ha CompTIA A+ wnu EUCIP IT Administrator.

Hyxna e camo onepanuonnara cucrema Microsoft Windows XP Professional
(Media CD) 3a npaBeHe Ha 1a00paTOpHUTE YIPAKHEHUS.

MaiikpocodT mpeanara mporpamu 3a akaJeMHYHU WHCTUTYLUH 3a MOKYIKa Ha copTyep
Ha To-HucKa 1eHa. [Ipumep 3a TakaBa mporpama € MSDN Academic Alliance, 3a KosITO
MOXX€ Jla TpodeTeTe Ha http://msdn.microsoft.com/academic. Ilocerere caiita Ha
MaiikpocoT 3a na HayuuTe moBede Ha http://www.microsoft.com/bulgaria/.

HNHcTpyMeHTH 32 NONPAaBKa HA Ja00PaTOPHUTE KOMIIOTPH
HabopbT oT HHCTpyMEHTH TpsiOBa /1a BKIIIOYBA CIICTHUTE:

Phillips screwdriver

Flathead screwdriver

Hex Socket Drivers (various sizes)

Needle-nose pliers

Electrostatic discharge (ESD) wrist strap and cord
Electrostatic discharge (ESD) mat with a ground cord
Safety glasses

Lint-free cloth

Electronics cleaning solution

Flashlight

Thermal compound

Multimeter (optional)

Compressed air service canister (optional due to globally varying classroom
health and safety laws)

JonbJIHUTETHH MATePUAJIU U PecypcH
[IpenopbunrenHo:

Enna uHTEpHET BpB3Ka 32 BCEKH CTYIEHT 3a J]a U3BBPILIBA ThPCEHE B UHTEPHET U
Jla cBaJsl IpaiiBepH;

EnHo MHOrOQyHKIMOHAIHO yCTPOWCTBO (TMpUHEp/CKEHep/KomHup) Ha JBa
abopaTOpHU KOMITIOTHPA;

Enun Linksys Ge3xuden pyrep/cynd (UM €KBUBAJIEHTEH) Ha JiBa JabopaToOpHHU
KOMITIOTBpa, npeanountad moaen Linksys WRT 300N;

Enun Oesxuuen PCI mpexoB anmantep (ChbBMECTMM C TOpHUS O€3KWYEH
pyTep/cynd) 3a BCEKH JIabOpaTOpeH KOMIIOTHP.

Munumywm:

EI[Ha HHTCPHCT BPBb3Ka 3a TbPCCHC B HMHTCPHCT M CBAJIIHC Ha ,I[paﬁBepH (TOBa
MOXEC aa 613,[[6 pa60THaTa CTaHI YA Ha I/IHCTI)YKTOpa);
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e Enno MHOro(yHKIMOHAIHO YCTPOHCTBO (TMpUHEp/CKeHep/Komup) 3a Isiara
rpyna;

e Enmun Linksys Oe3xudeH pyrep/cynu (MM €KBMBAJICHTEH) 3a IisylaTa TpyMa,
npeanouyntad mojaen Linksys WRT 300N;

e JlBa Oezxuuynn PCI mpexoBu amantepa (ChbBMECTUMH C TOpPHHUSI O€3KHUCH

pyrep/cyund) 3a 1suiata rpyna.

MununmanHo odopyaBaHe, He00X0AMMO 32 MperJie]l Ha ChIbP/KAHMETO HA Kypca
OTHOLIEHHWETO  KOMIIOTHP/CTYAEHT 3a Mperyiel Ha  cbhAbpkaHuetro e  1:1.
[Ipenopbuntennuss pasmep Ha rpymara e 15-20 crynenra. KommroTbpa cbe
ChABPKAHMETO HAa Kypca MOXKE Jla € BCEKH, KOiTo noaabpxa Internet Explorer v5.0 wim
no-ropsa u Flash Player v6.0 unu no-ropHa.
3a0ese:xkka: ChpAbpKAHUETO [I€ BKIIOYBA HE3AABJDKUTEIHO BHUPTYAIHO
o0opyJBaHe KaTo 4acT OT Kypca: ,,Bupryanen nanron”, ,,Bupryanen neckromn” u
,,BUpTyalleH puUHTEp U CKeHep”. 3a Ja € Bb3MOXKHA IMBJIHOIEHHATa ynoTpeba Ha
T€3W MHCTPYMEHTH, KOMIIOTPUTE HA CTYJACHTUTE € HEOOXOIAMMO Ja MPUTEKABAT
MuHUMYM 512MB RAM n Windows 2000.

IIperJien Ha Kypca

IT Essentials: PC Hardware and Software

To3u xypc npeiara uyaecHo BbBenenne B [T unayctpusita u 3aa610049€HN TTO3HAHUS TI0
NEePCOHAJIHU KOMIIOTPU, XapAyep U oOmnepanuoHHU cucteMHu. CTyAeHTUTE H3ydyaBaT
(YHKIIMOHAIHOCTTA HA PAa3JIMYHU XapyepHU U cOQTyepHU KOMIIOHEHTH U Hal-1o0pure
NPaKTUKK 1O TMOAJpBXKKaTa U Oe3omacHocTTa. YUpe3 mpakTUyecku 1abopaTOpHU
YOpaXXHEHUsI CTYIEHTUTE Ce€ HaydaBaT Ja Crjao0sBaT U KOHQUIypHUpaT KOMITIOTPH, J1a
MHCTAJIUPAT ONEPAMOHHU CUCTEMH U COPTYep, U J1a OTKPUBAT XapAyepHU U COPTyepHHU
npoOIemMHu.

IIpenBapurenHu 3HaHUSA U YMEHMSI: HUKAKBU

Part 1: Fundaments
1. Fundamentals: Introduction to the Personal Computer
1.1 Explain the IT industry and your place in it
1.1.1 Identify the education and certifications required
1.1.2 Describe the A+ certification
1.1.3 Describe the EUCIP certification
1.1.4 Identify advanced careers
1.2 Explain the differences between PCs based on implementation needs
1.2.1 Gather information from the customer about use
1.2.2 Describe a home computer
1.2.3 Describe an entertainment/gaming computer
1.2.4 Describe a work computer
1.2.5 Describe an advanced work computer
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1.2.6 Describe a server
1.2.7 Determine the type of computer based on customer needs

1.3 Identify the names, purposes, and characteristics of cases and power supplies
1.3.1 Describe cases
1.3.2 Describe power supplies

1.4 Identify the names, purposes, and characteristics of internal components
1.4.1 Identify the names, purposes, and characteristics of motherboards
1.4.2 Identify the names, purposes, and characteristics of processor/CPUs
1.4.3 Identify the names, purposes, and characteristics of cooling systems
1.4.4 Identify the names, purposes, and characteristics of RAM and ROM
1.4.5 Identify the names, purposes, and characteristics of adapter cards
1.4.6 Identify the names, purposes, and characteristics of drives
1.4.7 Identify the names, purposes, and characteristics of internal cables

1.5 Identify the names, purposes, and characteristics of ports and cables

1.6 Identify the names, purposes, and characteristics of input devices

1.7 1dentify the names, purposes, and characteristics of output devices

1.8 Explain system resources and their purpose, IRQ, I/O Address, and DMA

1.9 Chapter summary

2. Fundamentals: Safe Lab Procedure and Tool Use

2.1 Identify safe working conditions and procedures
2.1.1 Identify safety procedures and potential hazards for users and
technicians
2.1.2 Identify safety procedures to protect equipment from damage and
data from loss
2.1.3 Identify safety procedures to protect the environment from
contamination

2.2 Identify tools and software used with PC components and their purpose
2.2.1 Identify hardware tools and their purpose
2.2.2 Identify software tools and their purpose
2.2.3 Identify organizational tools and their purpose

2.3 Implement proper tool use
2.3.1 Demonstrate proper use of wrist strap
2.3.2 Demonstrate proper use of antistatic mat
2.3.3 Demonstrate proper use of various hand tools
2.3.4 Demonstrate proper use of cleaning materials

2.4 Chapter summary

3. Fundamentals: Computer Assembly Step by Step
3.1 Open the case
3.2 Install the power supply
3.3 Attach components to the motherboard and install the motherboard
3.3.1 Install a CPU and heat sink/fan assembly
3.3.2 Install the RAM
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3.3.3 Install the motherboard
3.4 Install internal drives
3.5 Install external drives
3.5.1 Install the optical drive
3.5.2 Install the floppy drive
3.6 Install the adapter cards in the appropriate slots
3.6.1 Install the NIC
3.6.2 Install the wireless NIC
3.6.3 Install the video adapter card
3.7 Connect all internal cables
3.7.1 Connect the motherboard power cables
3.7.2 Connect the drive power cables
3.7.3 Connect the drive data cables
3.8 Reattach the side panels and connect the external cables to the computer
3.8.1 Reattach the side panels to the case
3.8.2 Connect peripherals to the computer
3.8.3 Connect other external cables to the computer
3.8.4 Connect the hub and all-in-one printer to the computer using USB
cable
3.9 Boot computer for the first time
3.9.1 Identify beep codes
3.9.2 Describe how to enter BIOS and use settings
3.10 Chapter summary

4. Fundamentals: Basics of Preventive Maintenance and Troubleshooting
4.1 Explain the purpose of preventive maintenance
4.2 1dentify the elements of the troubleshooting process
4.2.1 Gather data from the customer
4.2.2 Verify the obvious issues
4.2.3 Try quick solutions first
4.2.4 Gather data from the computer
4.2.5 Evaluate the problem and implement the solution
4.2.6 Close with the customer
4.3 Chapter summary

5. Fundamentals: Operating Systems
5.1 Explain the purpose of operating systems
5.1.1 Describe the characteristics of modern operating systems
5.1.2 Explain operating system concepts
5.2 Describe and compare operating systems to include purpose, limitations, and
compatibilities
5.2.1 Compare and contrast operating systems
5.2.2 Compare and contrast network operating systems
5.3 Determine operating system based on customer needs
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5.3.1 Identify job tasks, applications, OS, and ensure compatibility

5.3.2 Determine minimum hardware requirements
5.3.3 Ensure compatibility with platform
5.4 Install an operating system
5.4.1 Identify hard drive setup procedures
5.4.2 Install the OS using default settings
5.4.3 Prepare disk
5.4.4 Create accounts
5.4.5 Complete the installation
5.4.6 Describe custom installation option
5.4.7 Identify the boot sequence files and registration files
5.4.8 Describe how to manipulate OS files
5.4.9 Describe directory structures
5.5 Navigate a GUI (Windows)
5.5.1 Manipulate items on the desktop
5.5.2 Install, remove, and configure control panel applets
5.5.3 Install, navigate, and uninstall an application
5.5.4 Describe upgrading OS
5.6 Identify and apply common preventive maintenance techniques for OS
5.6.1 Create a preventive maintenance plan
5.6.2 Schedule a task using the Schedule Task Wizard
5.6.3 Back up the hard drive
5.7 Troubleshoot operating systems
5.7.1 Gather data from the customer
5.7.2 Verify the obvious issues
5.7.3 Try quick solutions first
5.7.4 Gather data from the computer
5.7.5 Evaluate the problem and implement the solution
5.7.6 Close with the customer
5.8 Chapter summary

6. Fundamentals: Laptops and Portable Devices

6.1 Describe laptops and the various portable devices currently available
6.1.1 Identify the common uses of laptops
6.1.2 Identify the common uses of PDAs and Smartphones

6.2 Identify the names, purposes, and characteristics of laptops
6.2.1 Describe the components found on the outside of the laptop
6.2.2 Describe the components found on the inside of the laptop
6.2.3 Describe the components found on the laptop docking station

6.3 Compare and contrast desktop and laptop components
6.3.1 Compare and contrast desktop and laptop motherboards
6.3.2 Compare and contrast desktop and laptop processors
6.3.3 Compare and contrast desktop and laptop power management
6.3.4 Compare and contrast desktop and laptop expansion capabilities
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6.4 Explain how to configure laptops
6.4.1 Describe how to configure power
6.4.2 Describe installation of laptop components
6.5 Define the various mobile phone standards
6.6 Identify common preventive maintenance techniques for laptops and portable
devices
6.6.1 Identify appropriate cleaning procedures
6.6.2 Identify optimal operating environments
6.7 Troubleshoot laptops and portable devices
6.7.1 Gather data from the customer
6.7.2 Verify the obvious issues
6.7.3 Try quick solutions first
6.7.4 Gather data from the computer
6.7.5 Evaluate the problem and implement the solution
6.7.6 Close with the customer
6.8 Chapter summary

7. Fundamentals: Printers and Scanners

7.1 Describe the types of printers currently available
7.1.1 Describe the characteristics and capabilities of printers
7.1.2 Explain printer-to-computer interfaces
7.1.3 Describe laser printers
7.1.4 Describe impact printers
7.1.5 Describe inkjet printers
7.1.6 Describe solid ink printers
7.1.7 Describe other printer types

7.2 Describe the installation and configuration process for printers
7.2.1 Describe how to set up a printer
7.2.2 Explain how to power and connect a device using local or network
port
7.2.3 Describe how to install and update a device driver, firmware, and
RAM
7.2.4 1dentify configuration options and default settings
7.2.5 Explain how to optimize printer performance
7.2.6 Describe how to print test pages
7.2.7 Describe how to share a printer

7.3 Describe the types of scanners currently available
7.3.1 Describe scanner types, resolution, and interfaces
7.3.2 Describe all-in-one devices
7.3.3 Describe flatbed scanners
7.3.4 Describe handheld scanners
7.3.5 Describe drum scanners
7.3.6 Compare costs of different types of scanners

7.4 Describe the installation and configuration process for scanners
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7.4.1 Explain how to power and connect a scanner

7.4.2 Describe how to install and update the device driver
7.4.3 Identify configuration options and default settings
7.5 Identify and apply common preventive maintenance techniques for printers
and scanners
7.5.1 Describe printer maintenance
7.5.2 Describe scanner maintenance
7.6 Troubleshoot printers and scanners
7.6.1 Gather data from the customer
7.6.2 Verify the obvious issues
7.6.3 Try quick solutions first
7.6.4 Gather data from the computer
7.6.5 Evaluate the problem and implement the solution
7.6.6 Close with the customer
7.7 Chapter summary

8. Fundamentals: Networks
8.1 Explain the principles of networking
8.1.1 Define computer network
8.1.2 Explain the benefits of networks
8.2 Describe types of networks
8.2.1 Describe a LAN
8.2.2 Describe a WAN
8.2.3 Describe a WLAN
8.2.4 Explain Peer to Peer
8.2.5 Explain Client/Server
8.3 Describe basic networking concepts and technologies
8.3.1 Explain bandwidth
8.3.2 Describe IP addressing
8.3.3 Define DHCP
8.3.4 Describe common network protocols
8.3.5 Define ICMP
8.4 Describe physical components of a network
8.4.1 Identify names, purposes, and characteristics of network devices
8.4.2 Identify names, purposes, and characteristics of common network
cables
8.5 Describe LAN topologies and architectures
8.5.1 Describe topologies
8.5.2 Describe LAN architectures
8.6 Identify standards organizations
8.7 Identify Ethernet standards
8.7.1 Explain cabled Ethernet standards
8.7.2 Explain wireless Ethernet standards
8.8 Explain OSI and TCP/IP Data Models
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8.8.1 Define the OSI model

8.8.2 Define the TCP/IP model
8.8.3 Compare OSI and TCP/IP
8.9 Configure a NIC and a modem
8.9.1 Update a driver
8.9.2 Attach a computer to an existing network
8.9.3 Describe installation of a modem
8.10 Identify names, purposes, and characteristics of other technologies for
establishing connectivity
8.10.1 Describe telephone technologies
8.10.2 Define Electronic Wireline
8.10.3 Define Broadband
8.10.4 Define VoIP
8.11 Identify and apply common preventive maintenance techniques for networks
8.12 Troubleshoot the network
8.12.1 Gather data from the customer
8.12.2 Verify the obvious issues
8.12.3 Try quick solutions first
8.12.4 Gather data from the computer
8.12.5 Evaluate the problem and implement the solution
8.12.6 Close with the customer
8.13 Chapter summary

9. Fundamentals: Security

9.1 Explain why security is important

9.2 Describe security threats
9.2.1 Define virus, worms, and Trojan horses
9.2.2 Explain Internet security
9.2.3 Define adware, spyware, and grayware
9.2.4 Explain denial of service
9.2.5 Describe SPAM and pop-ups
9.2.6 Explain social engineering
9.2.7 Explain TCP/IP attacks
9.2.8 Explain hardware deconstruction and recycling

9.3 Identify security procedures
9.3.1 Explain what is required in a basic local security policy
9.3.2 Explain the tasks required to protect physical equipment
9.3.3 Describe the various ways to protect data
9.3.4 Describe wireless security techniques

9.4 Identify common preventive maintenance techniques for security
9.4.1 Explain how to update signature files for virus checker and spyware
9.4.2 Explain how to install operating systems service packs and security
patches

9.5 Troubleshoot security threats



LA“ Y | ?‘ BBJITAPCHA ACOLHALMA 6yn. Hapurpazcko Iloce 125, 611. 2,
E= 2= T S HA MPEHOBHTE AKALEMUH O%HO KpHJIO, eT. 2, cT. 214B
Zall™n = S 1113 Codus

Ten: 02/971 2485
Mo6: 0888 33 11 53
E-mail: drago@bana-bg.org
http://bana-bg.org

9.5.1 Gather data from the customer

9.5.2 Verify the obvious issues
9.5.3 Try quick solutions first
9.5.4 Gather data from the computer
9.5.5 Evaluate the problem and implement the solution
9.5.6 Close with the customer
9.6 Chapter summary

10. Fundamentals: Communication Skills
10.1 Explain the relationship between communications and troubleshooting
10.2 Describe good communication skills and professional behavior
10.2.1 Determine the customer’s computer problem
10.2.2 Display professional behavior with the customer
10.2.3 Focus the customer during the call
10.2.4 Use proper Netiquette
10.2.5 Implement time and stress management techniques
10.2.6 Observe Service Level Agreements (SLAs)
10.2.7 Follow business policies
10.3 Explain ethics and legal aspects of working with computer technology
10.4 Perform Call Center labs
10.4.1 Complete Level 1 Tech labs
10.4.2 Complete Level 2 Tech labs
10.5 Perform role-playing labs
10.6 Chapter summary

Part 2:

Advanced
[IpenBapurtenHu 3HAHWUSA U YMEHUSI: HUKAKBU

11. Advanced: Personal Computers

11.1 Give an overview of field, remote, and bench technician jobs

11.2 Explain safe lab procedure and tool use
11.2.1 Review safe working environment and procedures
11.2.2 Review names, purposes, characteristics, and appropriate and safe
use of tools
11.2.3 Identify potential safety hazards and implement proper safety
procedures of computer components
11.2.4 Describe environmental issues

11.3 Describe situations requiring replacement of computer components
11.3.1 Select a case/power supply
11.3.2 Select a motherboard
11.3.3 Select a CPU/cooling system
11.3.4 Select RAM
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11.3.5 Select adapter cards

11.3.6 Select storage devices/hard drive
11.3.7 Select input and output devices
11.4 Upgrade and/or configure PC components and peripherals
11.4.1 Upgrade and/or configure motherboard
11.4.2 Upgrade and/or configure CPU/cooling system
11.4.3 Upgrade and/or configure RAM
11.4.4 Upgrade and/or configure BIOS
11.4.5 Upgrade and/or configure storage devices/hard drive
11.4.6 Upgrade and/or configure input and output devices
11.5 Identify and apply common preventive maintenance techniques for PC
components
11.5.1 Clean internal components
11.5.2 Clean the case
11.5.3 Inspect computer components
11.6 Troubleshoot PC components and peripherals
11.6.1 Gather data from the customer
11.6.2 Verify the obvious issues
11.6.3 Try quick solutions first
11.6.4 Gather data from the computer
11.6.5 Evaluate the problem and implement the solution
11.6.6 Close with the customer
11.7 Chapter Summary

12. Advanced: Operating Systems

12.1 Select the appropriate OS based on the customer’s needs
12.1.1 Describe operating systems
12.1.2 Describe network operating systems

12.2 Install, configure and optimize OS
12.2.1 Compare and contrast a default versus custom installation
12.2.2 Install Windows XP Pro using a custom installation
12.2.3 Create, view, and manage disks, directories, and files
12.2.4 Identify procedures and utilities used to optimize the performance
of operating systems
12.2.5 Identify procedures and utilities used to optimize the performance
of browsers
12.2.6 Describe installation, use, and configuration of mail software
12.2.7 Set screen resolution and update video drive
12.2.8 Describe installation of a second OS

12.3 Describe how to upgrade operating systems

12.4 Describe preventive maintenance procedures for operating systems
12.4.1 Schedule automatic tasks and updates
12.4.2 Set restore points

12.5 Troubleshoot operating systems
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12.5.1 Gather data from the customer

12.5.2 Verify the obvious issues
12.5.3 Try quick solutions first
12.5.4 Gather data from the computer
12.5.5 Evaluate the problem and implement the solution
12.5.6 Close with the customer
12.6 Perform OS Work Order labs
12.7 Chapter summary

13. Advanced: Laptops and Portable Devices

13.1 Describe wireless communication methods for laptops and portable devices
13.1.1 Describe Bluetooth
13.1.2 Describe Infrared
13.1.3 Describe Cellular WAN
13.1.4 Describe WiFi
13.1.5 Describe Satellite

13.2 Describe repairs for laptops and portable devices
13.2.1 Describe CRU and FRU repairs
13.2.2 Describe repair center and manufacturer repairs

13.3 Select laptop components
13.3.1 Select batteries
13.3.2 Select docking station or port replicator
13.3.3 Select storage devices
13.3.4 Select additional RAM

13.4 Describe preventive maintenance procedures for laptops
13.4.1 Describe how to schedule and perform maintenance for laptops
13.4.2 Explain how to manage data version control between laptops and
desktops

13.5 Describe troubleshooting laptops
13.5.1 Gather data from the customer
13.5.2 Verify the obvious issues
13.5.3 Try quick solutions first
13.5.4 Gather data from the computer
13.5.5 Evaluate the problem and implement the solution
13.5.6 Close with the customer

13.6 Perform Laptop Work Order labs

13.7 Chapter summary

14. Advanced: Printers and Scanners
14.1 Describe potential safety hazards and safety procedures associated with
printers and scanners
14.2 Install and configure a printer/scanner locally
14.2.1 Connect the device using a local port
14.2.2 Install and update the device driver and software
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14.2.3 Configure options and default settings
14.2.4 Verify functionality
14.2.5 Educate user about basic printer/scanner features and operations
14.3 Describe how to share a printer/scanner on a network
14.3.1 Describe types of printer servers
14.3.2 Describe how to install network printer software and drivers on a
computer
14.4 Upgrade and configure printers and scanners
14.4.1 Describe printer upgrades
14.4.2 Optimize scanner
14.5 Describe preventive maintenance techniques used with printers and scanners
14.5.1 Determine scheduled maintenance according to vendor guidelines
14.5.2 Describe a suitable environment for printers and scanners
14.5.3 Describe cleaning methods
14.5.4 Explain how to check the capacity of ink cartridges and toners
14.6 Describe troubleshooting printers and scanners
14.6.1 Gather data from the customer
14.6.2 Verify the obvious issues
14.6.3 Try quick solutions first
14.6.4 Gather data from the computer
14.6.5 Evaluate the problem and implement the solution
14.6.6 Close with the customer
14.7 Perform Printers and Scanners Work Order labs

14.8 Chapter summary

15. Advanced: Networks

15.1 Identify potential safety hazards and implement proper safety procedures
associated with networks

15.1.1 Explain fiber optics safety hazards

15.1.2 Explain cable, cable cutter, and cable cuttings safety hazards
15.2 Design a network based on the customer’s needs

15.2.1 Determine a topology

15.2.2 Determine protocols and network applications
15.3 Determine the components for your customer’s network

15.3.1 Select cable types

15.3.2 Select ISP connection type

15.3.3 Select network cards

15.3.4 Select the network device (hub, switch, router)
15.4 Implement the customer’s network

15.4.1 Install and test network

15.4.2 Describe Internet configuration and network resources
15.5 Upgrade the customer’s network

15.5.1 Install and configure wireless NIC

15.5.2 Install and configure access points
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15.5.3 Test connection

15.6 Describe installation, configuration, and management of a simple mail server
15.7 Define and compare SMTP, POP, and IMAP
15.8 Describe preventive maintenance procedures for networks
15.9 Troubleshoot the network
15.9.1 Gather data from the customer
15.9.2 Verify the obvious issues
15.9.3 Try quick solutions first
15.9.4 Gather data from the computer
15.9.5 Evaluate the problem and implement the solution
15.9.6 Close with the customer
15.10 Perform Networks Work Order labs
15.11 Chapter summary

16. Advanced: Security
16.1 Outline security requirements for customer’s needs
16.1.1 Outline a local security policy
16.1.2 Explain when and how to use security hardware
16.1.3 Explain when and how to use security applications
16.2 Select security components based on customer’s needs
16.2.1 Describe and compare security techniques
16.2.2 Describe and compare access control devices
16.2.3 Describe and compare firewall types
16.3 Implement customer’s security plan
16.3.1 Configure security
16.3.2 Explain how to configure control devices
16.3.3 Explain how to configure firewall types
16.3.4 Describe protection against malicious software
16.4 Perform preventive maintenance on security risks
16.4.1 Describe the configuration of OS updates
16.4.2 Maintain accounts
16.4.3 Explain data backup procedures, access to backups, and secure
physical backup material
16.5 Troubleshoot security risks
16.5.1 Gather data from the customer
16.5.2 Verify the obvious issues
16.5.3 Try quick solutions first
16.5.4 Gather data from the computer
16.5.5 Evaluate the problem and implement the solution
16.5.6 Close with the customer
16.6 Perform Security Work Order labs
16.7 Chapter summary



